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KRITIS Umbrella Act for

the Protection of Critical
Infrastructure
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urope has to become
Emore independent, re-

silient and secure - this
could be the credo of a cur-
rent press review. The need
for security is rising notice-
ably and now KRITIS, the
new umbrella act to improve
the physical security of criti-
cal infrastructure, was adopt-
ed on 29 January. The Act
requires uniform minimum
standards, risk analyses and
attack monitoring. Many of
the rules relate to the physi-
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ters the reliable protection
of critical infrastructures
seems as important as ever.
These infrastructures in-
clude facilities, systems and
organisations highly critical
to maintaining the fabric of
society and whose failure
would substantially impact
everyday life such as energy
supply, information technol-
ogy and telecommunica-
tions, transport and traffic,
health, water, food, waste
disposal, finance and insur-
ance, state and administra-
tion, media and culture.
Germany’s federal Léinder
decides which facilities in
Germany are governed by
the KRITIS Umbrella Act




on the basis of quantitative
and qualitative criteria. If a
facility is critical for serving
a total of 500,000 people,
for example, it is rated as
critical infrastructure. Mu-
tual dependencies also have
to be considered - energy,
water and operational trans-
port routes, for instance, are
also instrumental to all other
critical sectors.

VANDALISM AND
PHYSICAL ATTACKS

According to estimates by
ift Rosenheim, vandalism
- though increasingly also
sabotage — poses a high risk
to public buildings, trans-
port infrastructure or ad-
ministrative  buildings. In
acts of vandalism perpetra-
tor behaviour is completely
different that seen in acts of
burglary, as Dipl.-Ing. Jiirgen
Benitz-Wildenburg, Head of
PR and Technical Commu-
nication at ift Rosenheim,
explains: “Here, perpetrators
act openly, mostly on im-
pulse, using improvised tools
ranging from paving stones
and street signs to manhole

covers as their ramming im-
plements. This means endan-
gered building elements and
glazing have to resist direct
violent attacks as well as con-
cealed manipulation by bur-
glars. Burglar-resistant com-
ponents are therefore only
suitable to a limited extent.”
This is why ift Rosenheim
has elaborated the ift Guide-
line El-06/1 “Vandalismush-
emmende Bauelemente und
Einrichtungen” (Vandalism-
Resistant Building Elements
and Facilities) with a circle
of experts; this guideline de-
fines the typical procedure,
tools, reproducible sequenc-
es of events as well as pos-
sible classifications. These
are determined by deploying
an array of implements to
manually test a functioning
installed element (with fix-
tures, frame, door leaf, lock,
glazing etc.) to gauge its re-
sistance to vandalism —where
resistance time also counts.
Also important is the added
“LS (Liquid Safe)” protec-
tion requirement, where the
test team attempts to create
an opening in the test speci-

men, which is large enough
to insert a bottle (Molotov
cocktail). The aim is to pro-
tect buildings and people

better against deliberate
destruction and violence in
public areas as well as highly
frequented and vulnerable
locations. The market is also
displaying a trend towards
higher protection classes, as
Jochen Regenauer, Head of
Strategic Projects & Business
Development EMEA at Ku-
raray Europe, observes: “Se-
curity is an area experiencing
global growth and one wit-
nessing a massive increase
over the last few years. In
Germany, for public spaces
originally subject to medium
requirements, protection
class P4A for glazing is al-
ready the rule today. Often in
demand here are glass struc-
tures with increased resist-
ance to projectiles, break-in/
forced entry, baseball clubs
and massive use of force. In
the US Kuraray is already
operating on the market with
a tested solution involving
SentryGlas, thereby comply-
ing with the ASTM F1233

standard. Beyond this, bul-
let-proof glazing comply-
ing with protection classes
BR4-NS to BR6-NS is also
increasingly in demand - for
public buildings such as train
stations, bank buildings and
glazed entrance concourses,
even in IGU applications for
store fronts or foyers.”

RISING
REQUIREMENTS
THROUGH
EXTREME WEATHER
CONDITIONS

The KRITIS Act focuses
not only on security risks
but also on risks from ever
more frequent extreme
weather conditions such as
heavy rains and floodings
that no longer just affect
buildings near rivers. Be-
nitz-Wildenburg explains:
“During heavy and pro-
longed rainfall normal win-
dows and doors are often
no longer sufficient to pro-
tect against water ingress.
Here suitable structures
including sealed connec-
tions to the building fabric
are needed, which in turn
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require  correspondingly
sized laminated toughened
glass units.” ift Rosenheim
therefore tests these com-
ponents according to the ift
Guideline FE-07 “Hoch-
wasserbestindige Fenster
und Tiren” (Flood-Resist-
ant Windows and Doors).
The test results and clas-
sifications form the basis
for planning and tenders
for flood-barrier building
elements.” Regenauer sees
similar developments: “A
lot has already been done
in flood protection in the
last few years; but since it
is a local authority respon-
sibility, measures still have
room for improvement
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due to budgetary restraints.
The KRITIS Umbrella Act
will definitely inject impe-
tus here.” More frequent
storms, hurricanes and ty-
phoons — depending on the
geographical situation — are
also generating growing de-
mand for relevant protec-
tive glazing, as Regenauer
reports: “Storm-proof glaz-
ing is now necessary for a
large part of the American
East Coast because hur-
ricanes hit more and more
often and earlier in the year.
The same applies to parts
of Asia with more frequent
typhoons - these are simi-
lar to hurricanes but come
with more water. Kuraray

supplies various solutions
for this — highly secure glass
structure with SentryGlas
interlayers to further in-
crease energy absorption
and penetration resistance
in the glazing.” ift Rosenhe-
im also offers correspond-
ing testing for this purpose

according to American
standards at its Rosenheim

site.

BUILDING SKIN AS
PART OF CYBER
SECURITY

The KRITIS Umbrella Act
is strongly oriented towards




the requirements of NIS2,
the EU Directive that al-
ready defines minimum
standards for cyber and in-
formation security. Through
the KRITIS Umbrella Act
this Directive is transposed
into German law and com-
plemented for all relevant
areas of infrastructure at the
same time. This means, the
understanding of security
is broadened from purely
digital defence to physical
protection measures. One
growing risk in terrorism
or espionage is electromag-
netic attacks, for example,
where radio or radiation
signals are used to tap or
hack into networks. Special
shielding glass produces a
partial Faraday’s cage effect
thereby blocking the major-
ity of electro-magnetic sig-
nals. This allows for secured
and shielded rooms to be
built for sensitive I'T depart-
ments, authorities or data
centres where radio signal
can neither enter nor exit.
These signals include Wi-Fi
signals or electromagnetic
radiation from screens and
keyboards (war-driving or
remote tapping). This type
of glass is also used in labs
and hospitals where sensi-
tive medical equipment
needs protecting from radio
interference or in security
areas such as conference
rooms where confidential-
ity is key. These solutions
complement classic IT se-
curity measures and follow
the Defence-in-Depth prin-
ciple where physical and
digital protection levels are
combined.

DEMAND FOR
EXCLUSIVE
APPLICATIONS IS
RISING

There is growing demand
for toughened glass in many
other areas especially in ex-
clusive applications, says
Regenauer:  “Toughened
glass for the armoured ve-
hicle market is a hot ticket
especially in South Africa
and South America — de-
signed predominantly to
protect against kidnapping.
In the narrow streets of the
City of London (London’s
financial district) blast re-
sistance is called for and
comparatively thin LTG is
used since it can react more
flexibly to quick, massive
pressure.  Most lounges
and VIP areas are equipped
with bullet-proof glass and
balustrades achieve a par-
ticularly high residual load
bearing capacity thanks
to SentryGlas interlayers.
There is also rising demand
for glass sky pools for ho-
tels and private villas that
have to constantly with-
stand very high water pres-
sure. And, last but not least,
more and more vessels and

yachts are being registered
with glass structure specs
needing to withstand the
high dynamic impact loads
from waves. These applica-
tions mostly involve struc-
tural SentryGlas interlay-
ers for reducing the glazing
thickness, or LT'G with up
to eightfold lamination of-
ten containing chemically
toughened sheets for flaw-
less looks.” glasstec 2026

in Disseldorf from 20 to
23 October 2026 will once
again be the pivotal and
leading pace-setting trade
fair for exchanging ideas
on the future of the glass
industry featuring Artifi-
cial Intelligence & Digital
Technologies, Decarboni-
sation and Circularity as
Hot Topics. But it will also
show that glass products for
building skins are no longer
planned solely with an eye
on energy-efficiency and
design quality but also in-
creasingly with security in
mind. At glasstec 2026 the
trade fair company and ift
Rosenheim as a coopera-
tion partner will organise
the first special show “se-
cure — innovative — sustain-
able”, which will place re-
silient and security-critical
glass solutions for protected
rooms and critical infra-
structures centrestage.
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